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Countering the Spread: An Approach to Identify
Misinformation Spreaders in Social Media

Antonela Tommasel

Abstract—Although social media generally provides a safe
and enjoyable experience, it can also serve as a quick and
easy means for spreading false news, misinformation, and other
harmful content. These contents have been proven effective
in influencing people’s beliefs and behaviors, spanning from
influencing political opinions to directly impacting public health,
particularly during events such as the COVID-19 pandemic.
Then, it becomes crucial to take proactive measures to identify the
misinformation spreaders to mitigate their impact and influence
over society. Existing approaches primarily focus on identifying
spreaders by analyzing features such as writing style, content,
user profiles, and engagement statistics. However, since fake
or deceiving content is frequently crafted to closely resemble
authentic information, traditional techniques alone prove insuf-
ficient to effectively identify either fake content or its spreaders.
In this context, this work introduces a deep-learning model
tailored for detecting misinformation spreaders in social media.
Our model not only incorporates content-based features but
also integrates patterns of social interactions and information
propagation structures. By considering the multifaceted nature
of misinformation spread, our approach provides a more holistic
and accurate means of identifying its spreaders. An experimental
evaluation focusing on COVID-related data yielded promising
results, demonstrating a significant performance improvement
compared to other techniques in the literature. Thus, this
research contributes to the ongoing efforts to develop robust tools
for reducing the adverse effects of misinformation in social media.

Index Terms—Fake news spreaders, profiling, social media.

1. INTRODUCTION

N recent years, social media has significantly transformed

how individuals access information, establishing itself as a
primary news outlet [21]. Social media has become a key player
in propagating and amplifying information, even contributing
to the effectiveness of government communication strategies
[8]. However, its unmoderated nature and susceptibility for
fast propagation creates an ideal environment for propagating
inaccurate or intentionally deceiving information, posing a
challenge to ensuring access to reliable information.
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As social media usage continues to rise, the spread of fake
news, misinformation, and other forms of harmful content (e.g.,
rumors, conspiracies) consolidates as a major societal concern
[30]. These phenomena have far-reaching effects from under-
mining democratic systems to posing public health issues, as
evidenced during the COVID-19 pandemic [42], [52], exac-
erbated by the rapid generation and propagation of content
within the evolving pandemic context [9]. This propagation is
strengthened by newsfeed algorithms, which trap individuals
in echo chambers and overwhelm them with unreliable content
that appears authentic [3]. These dynamics, coupled with fac-
tors like political affiliation and mental health [51], can shape
how people perceive and engage with content [21]. Continuous
exposure to misinformation increases the likelihood of individ-
uals accepting fake content as truth, particularly when it aligns
with their beliefs and originates from seemingly trusted sources
[20], [51]. Moreover, the spread of fake content blurs the line
between what is genuine and what is not, fostering a sense
of skepticism [21]. Consequently, in the long term, the overall
trustworthiness, value, and quality of the news ecosystem may
be jeopardized. Then, detecting and mitigating the propagation
of fake content is essential.

Users play a crucial role in creating and propagating unreli-
able and fake content. Hence, it is vital to identify not only the
unreliable content, but also the users spreading it, as they can of-
fer valuable insights for devising strategies to promptly contain
the propagation [43]. The influence of time and evolving context
has added complexity to the task, due to the dynamic nature
of shared content and interaction patterns [16], [35]. In this
context, the need to identify spreaders efficiently and rapidly
has never been more pressing.

A. Contributions

Our main contributions are:

We introduce a deep learning model for identifying fake
news spreaders on social media. Our model incorporates
features extracted from the content shared and user profiles,
as well as patterns of social interactions within user com-
munities (by graph neural networks) and temporal conversa-
tion structures (by gated recurrent units).! Given the evolv-
ing nature of misinformation propagation and social media
dynamics, our proposal addresses two distinctive settings.
First, we aim to predict the behavior of unseen users in the

IWe publicly release the processed data and code to foster transparency
and future research.
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future. Here, the goal is to determine whether the defined

features and structures can generalize to the future activities

of unknown users.

We focus on the timely detection of spreaders over time. In
this scenario, we dynamically analyze features and patterns
of communication and conversation propagation based on
user behavior across consecutive time intervals. Unlike the
first scenario, where features and structures are built based
on complete propagation and interaction networks after posts
have been spread, here we model the sequence and timing
of interactions over time. This approach not only captures
interaction and propagation structures, but also enables the
understanding of temporal dynamics.

To validate our proposal, we conducted an experimental
evaluation over a data collection focused on COVID-19 mis-
information. Through ablation experiments, we assessed the
contribution of each model’s components for spreader profiling.
Results showed that the proposed model outperforms traditional
and state-of-the-art baselines in both detection scenarios, effec-
tively identifying fake news spreaders.

II. RELATED WORK

Detecting fake news and other forms of harmful content has
been widely studied, ranging from the analysis of linguistic and
user profile features [46], [47] to network features [33] and
their combinations [36], [37]; serving as a starting point for
profiling fake news spreaders. While user profiling has been a
common focus across various tasks, fake news spreader profil-
ing remained comparatively understudied until recently.

A. Textual and Psico-Linguistic Features

Giachanou et al. [12] considered content-based features, such
as LIWC categories, personality traits, communication style,
emotion, readability scores, and word embeddings (GloVe and
BERT). Giachanou et al. [13] followed a similar approach for
detecting conspiracy spreaders. Agarwal et al. [1] also evaluated
the degree of clickbaitiness of posts using a pretrained model. In
all cases, traditional binary classifiers or simple neural network
models were trained. Kumar et al. [24] also focused on con-
tent for detecting hate speech and fake news spreaders. They
trained different autoencoders using vectorized content from
spreaders or nonspreaders. The best results were obtained using
an autoencoder trained with the nonspreader TF-IDF content
representation and a Naive Bayes classifier. The authors sug-
gested that traditional classifiers can outperform deep learning
models. Similarly, Siino et al. [48] argued against pretrained
Transformers as the optimal approach for spreader identifica-
tion. They proposed a shallow CNN model based on content,
which exhibited improvements over fined-tuned Transformers
and traditional classifiers trained with n-grams.

B. Hand-Crafted and User Profile Features

Sansonetti et al. [40] chose screenname and description
length, number of followers/friends, average number of daily
posts, overall sentiment score of posts, and age account, passed
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through a neural network. Shrestha and Spezzano [45] included
demographic (age, gender, and political orientation) and behav-
ioral features (time of day and week). As demographic features
were unavailable, they were inferred from the content, poten-
tially inducing biases and stereotypes [6]. Sharma and Sharma
[44] combined word2vec with user and engagement features.

C. Network Topology

Rath et al. [38] targeted the detection of spreaders within
densely connected communities, relying on topology commu-
nity assessments and interpersonal trust. They claimed that their
approach outperformed others based on user activity, though
no comparison with content-based approaches was provided.
Similarly, Qureshi et al. [36] stated that topology-based features
resulted more important than user-based ones.

D. Combination of Features

Hamdi et al. [19] aimed to identify spreaders (defined as
low-credibility users) by merging social graph node2vec em-
beddings with user profile features. The authors found Naive
Bayes to be among the best-performing classifiers. Cabral et al.
[2] detected spreaders in WhatsApp groups based on group
activity metrics (e.g., number of groups participation, messages
sent, media shared, misinformation items sent), temporal fac-
tors (e.g., active days, messages per day) and network features
(e.g., centrality, strength). Network features were computed
based on cogroup graphs, where two users were connected if
one sent a message to a group the other user belonged to. Then,
spreaders were identified through feature thresholding and a lo-
gistic regression classifier. Tommasel et al. [50] also combined
content and user features. User features were extracted from the
user and direct interactions, disregarding the effect of neighbors
(and their social relations) in user representation. Content was
represented by BERT embeddings. A naive representation of
down-stream conversations was introduced by using the max-
pooled representation of the involved posts, thereby ignoring
both their conversational and temporal structures.

E. Temporal Dimension

Ghanem et al. [10] segmented user timelines into fixed-size
chunks, represented by semantic and stylistic features (e.g.,
emotions, morality, sentiment, style) and GloVe embeddings.
While this approach provided a finer-grained characterization of
users, chunks’ fixed-size hindered the capture of sharing pattern
dynamics. Plepi et al. [35] divided user timelines into monthly
chunks, and represented users based on the posting activity
in each chunk using embeddings from social and semantic
similarity graphs. Chunk sequence information was encoded
using a recurrent neural network. In both, all chunks were
included in training, encoding information for all time slots
simultaneously. Despite potential fluctuations in user behavior
over time (and chunks), users’ spreader condition was statically
defined, considering their behavior across all chunks.

Despite the dynamic nature of social media and information
propagation, most of the described techniques assume user
behavior remains constant over time. Evaluations are often
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Fig. 1.  Schematic diagram of the proposed model.

conducted in static settings, assuming that all user information
is preknown. This static approach limits their applicability in
scenarios like early spreader detection, where user behavior is
limited, incomplete, and subject to change.? To address these
limitations, our approach builds on existing work by integrating
content-based, hand-crafted, and social network topology fea-
tures with temporal information. By explicitly modeling tempo-
ral dynamics and propagation patterns, we aim to capture the
evolving nature of user behavior and misinformation spread.
Unlike prior methods that mostly treat these aspects indepen-
dently, our model combines them into a unified framework,
enabling a more comprehensive characterization and timely
detection of spreaders. We evaluate our method in both static
and early detection scenarios, highlighting its adaptability and
performance in realistic settings where user behavior evolves
over time. This holistic approach not only addresses the limi-
tations of previous works but also advances the state-of-the-art
in misinformation spreader detection.

III. A DEEP LEARNING MODEL FOR FAKE NEWS

SPREADERS DETECTION

‘We formulate the spreader detection problem as a binary clas-
sification task. For a user wu;, their historical social interactions
network (7 (u;)), shared content (T7,,), and conversation prop-
agation trees (PrT (T,,)), the goal is to learn a binary function
F(r (u;),Ty,, PrT (T,,)) — {—1,1}, where 1 defines u; as a
spreader and —1 otherwise. Fig. 1 provides an overview of the
proposed model architecture, which comprises two steps. The
initial step processes users’ neighboring and community social
structures, conversation propagation structures, and temporal
interaction sequences to generate a user representation. Then,
the second step passes these user representations through a
multilayer perceptron (MLP) to generate a prediction.

2As a side note, many of the described approaches lack comprehensive
evaluations, often omitting state-of-the-art baselines. This hinders the under-
standing of their performance and robustness.
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A. User Representation

To account for the diverse and evolving nature of social
media and fake news spreaders, we divide user representation
into three components: user features, social interactions, and
conversations’ propagation structures.

1) User Features: These features are represented by a vec-
tor concatenating attributes such as personality traits, LIWC
categories, sentiment, emotions, readability metrics, and user
activity statistics.? If needed, features with extreme values (i.e.,
over 1 or below —1) are standardized and clipped to the [—2, 2]
range. This aims to prevent gradient exploding and speeds up
training [26]. Then, this feature vector proceeds to the second
step of the model.

2) Social Interactions: Social interactions are recognized
as crucial for detecting fake news spreaders [47]. Therefore,
this component models the user adjacency matrix through graph
convolutional networks (GCNs) [23]. GCNs enable node repre-
sentation by considering both intrinsic features and those from
their interactions. To define users’ neighborhoods, we extract
the subgraph of all user interactions within a distance of 3. This
defines users not only by their direct interactions but also by
the indirect/implicit community structures. Then, the subgraph,
combined with a feature vector, is processed through a three-
layer GCN, with each layer defined as

GON(X, D, A) = f ([)—%Af)—%XWer) )

Here, A represents the adjacency matrix of the subgraph,
I represents the identity matrix, A=A+1,D; = > i Aij, f
represents an activation function (here, ReLU), X represents
the users’ feature matrix, W represents a matrix of trainable
weights, and b represents the trainable bias vector. X differs
from the features in the previous component. Inspired in [15],
[54], we consider features related to conversation propagation

3More details and the full set of features can be found at the companion
repository: https://github.com/tommantonela/FN-spreaders.
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structures generating the social interactions to capture simi-
larities/differences in user interactions when discussing shared
content (e.g., average tree height and size, reciprocity of tree
interactions, average semantic similarity between the root of
the tree and the other nodes, and the h-index of conversation
trees).* If necessary, features undergo the same standardization
and clipping process as described before.

The output of the GCNs is a matrix where each row vector
represents a user in the graph. This matrix is summarized into a
single vector using an attention-based aggregation mechanism
[27].% Unlike pooling-based representations, using attention al-
lows to effectively include neighbors’ information into a user
representation. The aggregation function is defined as:

N
Agg(X) = Z softmax (hgate (Xn)) O] Xn- (2)

n=1

Here, N represents the number of nodes, X,, the features
associated with node n, and hgate (X,,) an arbitrary neural
network that computes the contribution of each user to each
feature. We modeled hgate (X)) as a two-layer MLP. The input
X is a N x F matrix, with both hidden and output layers of
size F'. The MLP outputs a matrix of the same size as X,
with columns passed through the softmax function. Finally, the
resulting matrix is element-wise multiplied by X and summed
across rows to obtain the vector representing the user graph.

3) Conversation Propagation Structures: Given the com-
plex and evolving nature of information propagation, only rely-
ing on discriminant features from the conversation propagation
structure may inadequately represent it, potentially resulting
in a complex and biased representation [29]. For example, fo-
cusing solely on summary statistics such as centrality, cliques,
or connected components might be too general (and better
suited for large structures) [31]. To capture the semantics and
dynamics of conversation propagation patterns, we represent
each post (tweet) based on the tree derived from its chain of
triggered replies/retweets in the conversation. Unlike the user
graph that focuses on the complete set of user interactions, these
trees focus on the cascades and chains originating from each
conversation, regardless of their authors. This representation
is complemented by the post embedding representation of all
posts in the conversational tree defined as their pooled BERT
[7] embeddings, and then passed through a single GCN. Based
on Eq. (1), A represents the tree, and X the embeddings.

Similar to the user graphs, each conversation tree is sum-
marised into a vector using the attention-based aggregation
mechanism. To capture the temporal sequence of posts, vectors
are passed through a gated recurrent unit (GRU), where they are
processed from the oldest to the newest date. Finally, from the
GRU’s output, we select the vector representing the last post as
the representation of the set of users’ posts. This summarizes
the entire sequence, with more weight given to the most recent
posts compared to the older ones.

4More details can be found at the companion repository.

>This mechanism is known as attentional aggregation in the py-
Torch geometric framework: https://pytorch-geometric.readthedocs.io/en/
latest/generated/torch_geometric.nn.aggr.Attentional Aggregation.html.
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B. Model Prediction

Once the partial user and tweet representations are obtained,
they are concatenated with the user feature vector to form the
final user representation. This vector then passes through two
dense layers to generate the model’s output. The first layer
employs a ReLU activation function, while the second has a
linear one, as the model’s output is expected to be an arbitrary
number. The proposed model acts as a soft-margin classifier,
where values less than —1 indicate the negative class and values
greater than 1 indicate the positive class (as explained in the
following Section), but it allows values to be returned in the
[—1, 1] range, for which 0 acts as the class separator.

C. Model Training

The model was trained using a Hinge loss function with class
weights Eq. (3), where the error margin is set to 1, y; represents
users’ true class, y,, the prediction, and w,, the balanced class
weight. Unlike binary cross entropy, which is another widely
used loss function for binary classification, hinge loss provides
a more aggressive penalty structure for misclassified samples,
promoting better separation of classes. The margin allows the
Hinge loss to select decision boundaries that are far from both
classes, which enhances its robustness [39]. The values for y,
can be 1 or —1, where 1 corresponds to the spreader class, and
—1 corresponds to the nonspreader class. A correct prediction
occurs when y; and y,, have the same sign and |y,| > 1, result-
ing inaloss = 0.If |y,| < 1, the loss increases as the margin
is insufficient to consider the prediction correct. Conversely, a
prediction is incorrect when y; and y,, have opposite signs, also
leading to an increase in loss

L(ye, yp) = 2t max](\?, L) ©)

To address the unbalanced classes, which might result in
bias towards the majority class, class weights® were defined
as w,, = [samples|/(2 - |y¢|). Thus, the model might prioritize
misclassifying instances from the minority class over adjusting
predictions from the majority class within the margin.

In an evolving timeline scenario, training is conducted in-
crementally in each time slot. The model of the first slot is
initialized with random parameters. Then, in each slot, we
progressively added the new shared content and their users, and
conducted a two-epoch training of the model of the previous slot
using Adam optimizer. Class weights were recalculated in each
slot based on the updated class distribution.

D. Model Complexity

The computational complexity analysis for processing a user
using the proposed model assumes fixed-size operations have a
complexity of O(1), following a similar assumption as Qureshi
et al. [37] used for XGBoost. In this regard, the complexity
of a linear layer depends on the dimensions of the input (1)

6Class weights followed the balanced sklearn strategy:
scikit-learn.org/stable/modules/generated/sklearn.utils.class_weight.
compute_class_weight.html.

https://
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and output (O), resulting in a complexity of O (IO) due to
O scalar products in R?. Then, as I and O remain constant
regardless of the analyzed user, the complexity is bounded. The
computational cost of the GCN Eq. (1) is primarily determined
by D=/ AD~(1/2 X as the weight matrix multiplication
and the bias addition are fixed. For a graph with N nodes,
where A and D are in RY*Y and X in RY*F | the cost of
the matrix multiplications is O (N2 + N2 4 NF) =0 (Nz),
as F' is constant because it represents the features of the node.
As D=(1/2) js a diagonal matrix, the multiplication D~(2/2) A
can be computed in O (N?), with the number of features F
constant. The cost of attentional aggregation is O (N), as it
involves computing the weight for the N nodes, multiplying
them and summing the weighted nodes. Finally, the GRU has
a computational complexity of O (L), where L is the sequence
length, assuming constant operations for fixed dimensions.

The user features component is forwarded directly to the
concatenation component, hence its complexity is O (1). Con-
sidering U the number of users in the user graph, the cost of
processing the user—user graph is O (U 2) for each GCN and
O (U) for the attentional aggregation. Hence, the total complex-
ity of this component is O (3U2 + U) = O (U?). For the cost
of processing the conversation propagation trees, let 7' be the
number of conversation trees for the user and P the number of
posts in the largest user tree. The complexity of processing all
conversation trees is O (TP? + TP +T) = O (TP?), includ-
ing the cost of running the GCN and the attentional aggregation
T times and the GRU. Finally, concatenation and MLP opera-
tions have a complexity of O (1). As a result, combining all
components, the model’s total computational complexity for is
O (U? +TP?).

IV. EXPERIMENTAL SETTINGS

To evaluate the performance of the proposed model, we con-
ducted extensive experiments to address the following Research
Questions:

1) RQI: How does the proposed model compare with
other state-of-the-art techniques for predicting the future
spreading behavior of unseen users?

2) RQ?2: How do the key components of the proposed model
contribute to its performance?

3) RQ3: How does the proposed model perform when com-
pared with other state-of-the-art techniques for the early
detection of spreaders?

A. Data Collection

Evaluation was based on the COVID-related misinforma-
tion dataset, Fibvid [22],” which consists of news claims from
Politifact and Snopes. Each claim was searched on Twitfer to
retrieve its associated content.® The collection comprises 772
COVID-related news claims and 161 838 related tweets shared
during 2020. Based on the labels assigned by Politifact and
Snopes, 26% were labelled authentic and 74% were labelled

"The collection is available at https://doi.org/10.5281/zenodo.4441377.
8Tweets were retrieved using: https:/github.com/knife982000/Fakinglt.
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fake. Tweets’ labels were used to identify fake news spread-
ers. To achieve this, we computed a user score based on the
proportion of shared tweets linked with fake news. Users were
classified as spreaders if the proportion of shared fake content
exceeded a threshold. We adopted a conservative definition of
spreaders, setting the threshold to 0.5.

From the retrieved tweets, we defined both tweet and user
graphs. In the tweet graph, nodes represented tweets, and
directed edges the potential tweet actions (reply, quote, and
retweet) following the flow of conversations [33], [34], [41].
Specifically, an edge from tweet A to tweet B indicated
that A was a reply/quote of B, while an edge from A to
B indicated that B was A’s retweet. The user graph, de-
rived from the tweet graph, formed a conversational net-
work where nodes represent users, and edges whether a
user retweeted/replied/quoted/mentioned another. Similar to the
tweet graph, edges follow the conversational flow and were
weighted based on the number of interactions (e.g., mentions
between two users). Unlike structural networks (i.e., based on
the X follower/followee interactions or on Facebook Friends),
which usually focus on reciprocal and long-term connections
[18], conversational networks prioritize interactions related to
the shared and consumed content, independently of whether
users follow or are friends with each other. Furthermore, as
users can engage with others outside their follower/followee
network, the interaction network yields a broader and more
diversified set of interactions.

To ensure that users actively engaged in social interactions
as both sources and targets of tweet actions, we chose users
belonging to the largest connected component (LCC) of the user
graphs, provided they shared more than one tweet. The final
collection comprised 24 430 users and over 200 k tweets. With a
threshold of 0.5, group size was unbalanced, with 35% of users
being spreaders and the remaining 65% nonspreaders. Notably,
over 60% of users in each group exclusively shared either fake
or authentic content. On average, users interacted with 4 (£26)
unique users and shared 4 (£16) tweets. Nonspreaders tended
to interact with more users than spreaders, while spreaders
shared more tweets than nonspreaders. Significant differences
were noted in the size and height of conversation trees, with
nonspreaders’ trees typically being taller and larger. Finally,
differences were also observed in different psycho-linguistic
markers (e.g., LIWC categories), the usage of punctuation and
the presence of emotions.

B. Baselines

The performance of the proposed model was evaluated
against several baselines. First, simple baselines based on tra-
ditionally used features:’

1) Tweet stats (e.g., the percentage of tweets with URLs,
mentions or hashtags, the percentage of tweets shared
during the night and weekend, average tweet length, and
average number of replies/retweets/favourites) as used in
[10], [25].

9The definition of each feature set, and additional feature sets can be found
in the companion repository.
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2) User stats (e.g., follower/friend ratio, follower/friend
count, description/screen name length, account age, and
account verification status) as used in [40].

3) LIWC categories (a subset of LIWC linguistic categories
associated with personal pronouns, personal concerns,
and cognitive/informal/perceptual processes) as used in
[12], [13].

4) Personality (scores for the Big 5 traits and personality dis-
orders like suspicious, emotional, and anxious, computed
based on [32]) as used in [12].

5) Punctuation (e.g., proportion of commas, dots, semi-
colons, ellipsis, and exclamation/question marks) as used
in [11], [12], [28].

6) Readability (metrics estimating the text complexity and
the literacy level needed to understand it) as used in
[12], [45].

7) All features (the combination of features that was used in
the user feature component).

8) Tree metrics (features describing the conversation trees
in terms of structure and semantic similarity between the
shared posts, inspired in [15], [54]; these features served
as input of the GCNss in the social interaction component).

9) Content evolution (the average semantic similarity be-
tween the first and last user posts, inspired in [4] and to
account for variations in the shared content; these features
served as input of the GCNs in the social interaction
component).

10) Node2vec (embedding representation of users based on
the user graph [17]).

Content-based (a content-based representation of the
shared content based on pretrained word2vec, GloVe,
BERT or SentenceTransformers).

Various classifiers were trained for each feature set, including
decision trees, random forests, K-NN, SVM, gradient boosting,
Naive Bayes, and logistic regression models.

We also considered the closely related works of:'?

1) Sharma and Sharma [44], based on hand-crafted user,
tweet and psycho-linguistic features, and word2vec em-
beddings processed through a neural network.

2) Sansonetti et al. [40], based on user and sentiment fea-
tures processed through a neural network.

3) CheckerOrSpreader [12], based on psycho-linguistic fea-
tures and BERT embeddings processed by a neural net-
work.

4) Shrestha and Spezzano [45], based on hand-crafted user
and personality features (excluding demographic fea-
tures) processed through a traditional classifier.

5) FacTweet [10], based on psycho-linguistic features and
GloVe embeddings processed through a neural network.

6) Hamdi et al. [19], based on hand-crafted user and
node2vec features processed through traditional
classifiers.

7) Kumar et al. [24], based on an autoencoder representation
of text embeddings and traditional classifiers.

1)

10See Section II and the companion repository for more details.
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8) Lampridis et al. [25], based on hand-crafted and psycho-
linguistic features processed through a traditional
classifier.

9) Agarwal et al. [1], based on hand-crafted and psycho-
linguistic features and GloVe embeddings (excluding
click-bait features) processed through a traditional
classifier.

10) Siino et al. [48], based on processing the shared content
through a shallow neural network.

11) Tommasel et al. [SO], based on combining user and
content (through a naive conversation summarization)
features.

When available, we used the original implementations of
these baselines. Parameters were optimized following the pro-
cedures outlined in the original studies. We report the best con-
figuration for each baseline based on a pairwise ranking using
the selected evaluation metrics.!! Minimal preprocessing was
applied to tweets, including URL replacement and the removal
of symbols and numbers.

C. Evaluation Partitions and Metrics

Evaluation was carried out in an offline setting using tem-
poral splits, simulating a scenario where the model learns from
historical data to predict current or future behaviors. Two evalu-
ation scenarios were defined to account for the evolving nature
of social media dynamics, illustrated in Fig. 2.

1) Predicting the Future Behavior of Unseen Users: Here,
we aim to assess how the proposed model generalizes to the
activities of unseen users. To divide users into training and test
sets, they were sorted considering the date of their first interac-
tion (reply, mention, quote, retweet). The first 70% users were
selected as training and the last 30% formed the test set. User
representations are computed for the entire evaluation time-
frame, ensuring no overlap between training and test sets. This
scenario corresponds to performing a single update/inference
pass of the model depicted in Fig. 1.

2) Early Detection of Unseen Users: In this scenario, we
dynamically compute model’s inputs in a time-evolving manner
across consecutive time slots, performing an update/inference
pass of the model in Fig. 1 for each slot. Shared tweets were
sorted by date and divided into ten sequential slots based on
their quantile distribution. Unlike the previous scenario where
user representations considered the entire conversation propa-
gation and interaction networks, here we create the user repre-
sentation per slot, based on the cumulative content shared up
to that point, allowing the modelling of the temporal dynamics
of interactions. User presence in each slot is not guaranteed,
enabling the analysis of interaction sequences and interval dy-
namics. User class is defined per slot, allowing the user class to
change across slots, which adds more dynamism to the analysis.
The training set remains consistent with the previous scenario,
while the test set comprises users who shared content in the
slot, but are not included in the training set. Here, users outside
the LCC sharing content in the corresponding slot are also

mplemented using the Ranky package: https://pypi.org/project/ranky/.
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Fig. 2. Schematic representation of the evaluation scenarios.

included in the test set. This approach allows for the inclusion
of diverse user types with varying amounts of shared content
and interactions, simulating a real-world scenario where new
users continuously emerge. As in the previous scenario, there
is no overlapping between training and test users.

All evaluations used the same corresponding data partitions.
Evaluation was based on binary (focusing on the spreader class)
and weighted classification metrics.'” Due to the task’s na-
ture, recall may be more relevant than precision. Finally, the
Matthews coefficient [5], deemed more reliable than AUC-ROC
in unbalanced data scenarios, was also considered.

D. Implementation Details

All models, including baselines and the proposed model,
were implemented in Python, with the support of sklearn, Ten-
sorFlow and PyTorch. The Adam optimizer was used, with
a learning rate of le — 3, and parameters beta; =0.9 and
betas = 0.999. Hyperparameter optimization focused on ad-
justing the size of the GCN:ss, the attentional aggregation mech-
anism, and the dense layers.'* The size of the user GCNs was
set to 32 (with evaluations for 32, 70, 100). The GRU size
matched that of the GCNs to avoid additional parameters, while
the attentional aggregation mechanism used a two-layer MLP
with 32 dimensions in each layer (with evaluations for one-
layer MLP, 70 and 100 dimensions). The size of the last two
dense layers was set to 70 (with evaluations for 32, 70, and 100).
Loss function evaluations included unweighted hinge, weighted
and unweighted cross entropy, and treating spreader detection
as a regression problem, considering MAE and MSE as loss
functions. Different activation functions were tested, including
ReLU, linear and leaky-ReLU, along with combinations of
dropout and batch normalization layers. Training stopped when

2All metrics were implemented by scikit-learn: https://scikit-learn.org/
stable/modules/model_evaluation.html.

13The results for the hyper-parameter optimization can be found in the
companion repository.
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no loss changes were observed, typically converging after 20
epochs. The model was trained on an Asus Scar 15 with a
Ryzen 9 5900HX and a NVidia GeForce RTX 3080. Training
and evaluation over the entire timeframe took approximately
2.5 minutes and 20 seconds per epoch.

V. EVALUATION

We present the best results for each selected baseline, with
the top scores in bold and the second-best underlined. Alongside
classification metrics, we performed paired statistical analysis
(with o =0.01)'* on the obtained results for each method to
determine the significance of observed differences.

A. RQI. Comparison With State-of-the-Art Techniques for
Predicting the Future Behavior of Unseen Users

Table I summarizes the results for both the proposed model
and the chosen baselines.!> Siino et al. [48] is omitted due
to consistently negligible results across all runs. As observed,
tweet stats significantly outperformed user stats. Tweet stats
also surpassed all content-based alternatives, suggesting their
efficacy in identifying spreaders over the analysis of the entire
shared content. This situation might be related to the semantic
homogeneity of the data, where distinguishing subtle differ-
ences between a large number of fake and authentic content
becomes challenging. Nonetheless, content-based embeddings
performed significantly better than individual psycho-linguistic
features such as LIWC categories and personality, hinting the
similarities in fake and authentic content. Content evolution
achieved higher results than content-based. Following the top-
ically focused nature of the data collection, content analysis
across time might allow detecting subtle style and expres-
sion changes that could contribute to spreader detection [4],
[10], [35]. Tree metrics achieved high recall, reinforcing the
importance of conversation structures in detection [15], [54],
improving both psycho-linguistic and content-based features,
and social interaction topology (as represented by node2vec).
Although node2vec improved some of the other alternatives
(e.g., personality, LIWC), the sparse social structure may limit
its effectiveness as a spreader indicator. Finally, all features
(as used in the user feature component of our proposed model)
showcased the complementary nature of features and their com-
bined ability to achieve generally higher results than when used
individually.

State-of-the-art baselines generally exhibited similar preci-
sion to traditional ones, but mostly lower recall. Hamdi et al.
[19] and Sharma and Sharma [44] yielded the worst recall
results. Conversely, Sansonetti et al. [40] and Lampridis et al.
[25] achieved the best precision/recall balance. In all cases,
techniques were based on combinations of hand-crafted and
psycho-linguistic features, and content or network embeddings.
These findings emphasize the importance of selecting and com-
bining features, with deep learning models not always being

14To counteract the problem of multiple comparisons, we used the Bonfer-
roni correction, and Cohen’s d to quantify the magnitude of the effects.

15The full set of results and more evaluation metrics can be found in the
companion repository.
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TABLE I
BEST PERFORMANCE COMPARISON FOR FAKE NEWS SPREADERS
DETECTION (RQ1)

Binary (Spreader Class) Weighted Matthews

Precision Recall | Precision Recall | Coeff

Our proposal 0.84 0.905 0.861 0.859 0.719

tweet stats 0.923 0.77 0.849 0.833 0.68

user stats 0.67 0.304 0.583 0.521 0.123

LIWC categories 0.678 0.229 0.583 0.501 0.109
personality 0.598 0.32 0.533 0.493 0.042
punctuation 0.787 0.484 0.685 0.633 0.325
readability 0.734 0.349 0.631 0.559 0.205
sentiment 0.505 0.137 0.469 0.435 —0.053

all features 0.852 0.636 0.761 0.731 0.492

tree metrics 0.745 0.797 0.729 0.731 0.447
content evolution 0.838 0.655 0.756 0.733 0.488
node2vec 0.657 0.381 0.579 0.537 0.128
content-based 0.8 0.584 0.715 0.687 0.404
Sharma and Sharma [44] 0.648 0.081 0.558 0.454 0.045
Sansonetti et al. [40] 0.54 0.832 0.412 0.502 —0.144
FacTweet [10] 0.82 0.527 0.757 0.691 0.456
Shrestha and Spezzano [45] 0.779 0.333 0.659 0.569 0.243
CheckerOrSpreader [12] 0.505 0.164 0.472 0.444 —0.05
Hamdi et al. [19] 0.831 0.064 0.664 0.462 0.114
Kumar et al. [24] 0.719 0.237 0.613 0.523 0.154
Lampridis et al. [25] 0.891 0.647 0.793 0.759 0.554
Agarwal et al. [1] 0.794 0.585 0.708 0.679 0.388
Tommasel et al. [50] 0.80 0.848 0.838 0.821 0.675

the optimal choice [24], [48]. Despite Sansonetti et al. [40]
achieving high binary recall, its weighted metrics ranked among
the lowest, with no statistically significant improvements ob-
served. This was also reflected by the negative Matthews score,
indicating an unbalanced confidence in correctly classifying
elements of both classes. FacTeet [10] (including temporal
information) and Tommasel et al. [50] achieved a good balance
of precision and recall with significant improvements over tra-
ditional and state-of-the-art baselines.

Our model achieved the highest results, with average relative
differences of 218% (£315%) and 48% (+28%) for binary
and weighted recall and 323% (£427%) for Matthews score.'®
On average, the largest recall improvements were observed
compared to state-of-the-art baselines. In most cases, observed
differences were statistically significant, favouring our model.
The differences in binary and weighted precision/recall were
generally higher for baselines than for our proposed model, with
the largest differences observed for state-of-the-art baselines
(e.g., [19], [40], [44]). These findings suggest that the non-
spreader class might impact baselines more than our proposed
model, indicating our model’s ability to predict both classes
with comparable accuracy.

We also evaluated the proposed model under varying levels
of available information for inference.!” Based on the time slot
division outlined in Section IV-C for users in the test set, our
model consistently outperformed baselines in terms of recall
and Matthews score across most time slots. While most base-
lines showed no significant changes in recall as more informa-
tion became available, there were notable shifts in Matthews
score. This indicated that despite binary recall not improving,
the overall prediction quality for both classes enhanced, sug-
gesting a stronger generalization capability.

16These reported values represent relative improvements over very low
baseline scores, which result in large percentage increases. Also, the variations
in &£ values arise from the high performance variability of baseline models.
7The full set of results can be found in the companion repository.
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1) Evaluating Other Thresholds: We evaluated two addi-
tional thresholds, 0.3 and 0.7. At 0.3, the spreader class in-
cluded more users, even those sharing a small proportion of fake
news, leading to a more distinct nonspreader class primarily
composed of users solely sharing factual content. In contrast,
at 0.7, the nonspreader class became more heterogeneous, in-
cluding users who occasionally shared fake news, while the
spreader class became more exclusive, primarily comprising
users with a higher prevalence of fake news. Despite these
changes, observed trends aligned with Table 1,'® where the
proposed model consistently outperformed others, followed by
tweet stats, Tommasel et al. [50], and Lampridis et al. [25].

For the 0.3 threshold, precision and recall generally increased
compared to 0.5, but the Matthews score decreased, reflecting
the added complexity of the task. Simpler models improved pre-
cision by reducing false positives, while state-of-the-art models
improved recall by reducing false negatives. Conversely, the
0.7 threshold led to a decline in recall (when compared to 0.5)
for approaches using content or psycho-linguistic features with
traditional classifiers. Interestingly, deep learning models using
the same features saw improved recall at this higher threshold.
Overall, simpler models performed better in terms of precision
at lower thresholds, but as the threshold increased, state-of-the-
art techniques achieved superior precision. This highlights the
limitations of simpler models in adapting to ambiguous class
definitions (from a heterogeneous spreader class to a heteroge-
neous nonspreader class), while advanced models like neural
networks effectively handled these nuances. Finally, these re-
sults confirm that the 0.5 threshold provides balanced classifi-
cation performance, allowing models to effectively leverage a
mix of features.

2) Analysis of Mistaken Classifications: To analyze classi-
fication mistakes, the differences between users in the training
and test partitions were examined based on user features, social
interaction features, and shared content. The analysis focused
on the significance of feature distribution differences across
various user subsets (e.g., correctly vs. incorrectly classified
user, train set spreaders vs. test set spreaders). Additionally, the
atypicality of test users was assessed using the Jensen-Shannon
divergence [53] between their characteristics and the prototype
(i.e., average) characteristics of train instances within the same
class. Since Jensen-Shannon divergence requires probabilistic
distributions, feature scores for each user were normalized.

Statistically significant differences were observed when com-
paring spreader and nonspreader users across train and test sets
for various feature sets. Differences between the two classes
were less frequent in the train than in the test set, and differences
between spreaders in the train and test sets were less frequent
than those between nonspreaders. This suggests that nonspread-
ers represent a more heterogeneous group, making them harder
to model. These findings indicate the presence of a data dis-
tribution shift, a common occurrence in real-world scenarios,
particularly when datasets are collected across different periods
or contexts, such as during the evolving phases of a crisis like
COVID-19.

18The results table is available in the companion repository.
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The proposed model achieved an accuracy of 86%, with
9% false positives and 5% false negatives. This indicates that
the model performed better in classifying spreaders, which
exhibited less variability in their characteristics. Analysis of
the Jensen—Shannon divergence across feature groups revealed
differences for both types of errors (correctly vs. incorrectly
classified spreaders and nonspreaders) for tree metrics, and
user and tweet stats features. Additionally, spreaders showed
differences in readability and punctuation, while nonspread-
ers exhibited differences in content evolution features. These
findings highlight variations for the user and social interaction
feature components, though all effect sizes were small. Model
feature importance analysis using SmoothGrad [49] revealed
that such feature sets were among the most important, which
might help explain the misclassifications.'”

Regarding shared content, significant differences were ob-
served between correctly classified spreaders and nonspread-
ers. However, no significant differences were found across
train/test sets for each class or between correctly/incorrectly
classified users. As previously mentioned, this may be due to
the dataset’s topical focus, where the main subject is consis-
tent across tweets, potentially reducing the distinguishability of
differences. Additionally, the impact of each individual BERT
feature on the model’s output was two orders of magnitude
lower than that of the other features, suggesting that content
drift is less likely to substantially affect model performance
compared to shifts in other feature types.

Lastly, when analyzing interaction sources (mentions,
replies, mentions, and retweets), both spreaders and
nonspreaders showed significant differences in the frequency
of replies, while only nonspreaders showed differences in
mentions. Divergence in interactions also revealed differences
between correctly and incorrectly classified instances for both
classes. Nonetheless, these features were shown to be less
important than those in the user feature component.

Despite the observed differences, the proposed model ex-
hibited robust performance, effectively learning generalizable
patterns for both spreaders and nonspreaders. This highlights
the model’s ability to handle data and feature shifts, even when
the differences involve features that significantly influence pre-
dictions, demonstrating the effectiveness of the defined compo-
nents in capturing essential classification characteristics.

The evaluation showed the potential of our proposed model
for improving fake news spreader detection compared to
traditional and state-of-the-art baselines. Our model not
only demonstrated strong recall for identifying spreaders but
also maintained a balanced prediction across both classes.
Additionally, its performance remained robust across varying
thresholds, effectively handling the tradeoffs between class
inclusivity and specificity.

19SmoothGrad can be used to enhance model interpretability by estimating
feature importance and highlighting which inputs most influence the model’s
predictions. Charts depicting feature importance distributions across different
user groups (e.g., spreaders vs. nonspreaders, correctly vs. incorrectly classi-
fied instances) are available in the companion repository.
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B. RQ2. Ablation Study of the Proposed Model

To assess the effectiveness and contribution of each compo-
nent in our proposed model, we conducted an ablation study
with the following variants:?

1) SameFeatures-Sociallnteraction: The user feature com-
ponent receives the same features as the social interaction
component (i.e., tree metrics).

2) SameFeatures-UserFeature: GCNs receive the features of
the user feature component (i.e., all features).

3) SameFeatures-CombinedFeatures: Both the user feature
and the social interaction component receive the same set
of combined features (i.e., all features and tree metrics).

4) UserFeatures-no-user-features: The user features compo-
nent is removed.

5) Sociallnteraction-no-user-interactions: The social inter-
action processing component is removed.

6) FeatureSelection - UserFeatures: Feature selection was
performed on the user features component’' based on
correlation analysis. For feature groups with a correlation
above 0.8, only the feature with the largest variance was
retained.

7) FeatureSelection - Sociallnteraction: Similar to the previ-
ous case, but performing feature selection over the social
interaction component features.

8) FeatureSelection - UserFeatures + Sociallnteraction:
Feature selection is applied to features of both the user
features and social interaction components.

9) Conversation-no-conversation: The conversation pro-

cessing component is removed.

Conversation-BERT-last: Instead of using pooled embed-

dings we used the embedding of the last token.

Conversation-SentenceTransformer: Instead of using the

pooled BERT embeddings for post representation, we

used the SentenceTransformer model.??

Conversation-no-GRU: The GRU was removed, so the

temporal sequence of conversations is disregarded. Max

pooling was used for merging the trees’ representation.

Conversation-no-Attention: The attentional aggregation

was removed, and conversations were represented by that

of their root. By removing the aggregation, the root post
gained more importance than the others.

Training-Hinge-No-weight: Class weights were not

added to the Hinge function used in training.

Training-Hinge-Squared: The loss function was modified

to: L(yt,yp) = max (1 — y X yp, 0)2. This amplifies the

penalty of misclassifications and outliers, forcing the
model to learn a stronger decision boundary.

Training-BCE (Binary Cross Entropy): The loss func-

tion was defined as L(y¢,yp) = — (y: x log (o (yp)) +

y¢ x log (1 — o (yp))), where y, € {0,1} and o(y,) is

the sigmoid function of y,,.

10)

11)

12)

13)

14)

15)

16)

20More variants including hyperparameter modifications can be found in
the companion repository.

2lFeature selection was
trainindata.com/.

22https://huggingface.co/sentence-transformers/all-mpnet-base-v2

implemented using https://feature-engine.
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TABLE II
ABLATION STUDY OF THE PROPOSED MODEL (RQ2)

Binary (Spreader Class) Weighted Matthews

Precision Recall | Precision  Recall | Coeff
Our Full proposal 0.84 0905 | 0.861 0.859 | 0.719
SameFeatures
Sociallnteraction 0.81 0859 | 082 0.819 | 0.638
SameFeatures
UserFeature 0.865 0.645 | 0.783 076 | 0545
SameFeatures
CombinedFeatures 0.857 0874 | 0857 0.857 | 0713
UserFeatures
No-user-features 0.814 0.807 | 0.801 0.801 | 0.601
Sociallnteraction
No-user- 0.853 0.826 0.834 0.834 0.667
interactions ‘ ‘
Feature Selection
UserFeatures 0.859 0.828 ‘ 0.839 0.838 ‘ 0.677
Feature Selection
Sociallnteration 0.849 0.886 ‘ 0.858 0.857 ‘ 0.715
Feature Selection
UserFeatures + So- 0.845 0.856 0.854 0.854 0.707
ciallnteraction ‘ ‘
Conversation
No-conversation 0.851 0.867 | 085 0.85 | 0.699
Conversation
BERT-last 0.867 0.755 | 0817 0.81 | 0.628
Conversation
SentenceTransformer | 0.851 0793 | 082 0.818 | 0.638
Conversation
No-GRU 0.853 0.863 | 085 0.85 | 0.699
Conversation
No-Attention 0.851 0.85 | 0843 0.843 | 0.686
Training
Hinge-No-weight 0.856 0.853 ‘ 0.847 0.847 ‘ 0.693
Training
Hinge-Squared 0.857 0.835 ‘ 0.84 0.84 ‘ 0.679
Training
BCE 0.852 0.861 ‘ 0.848 0.848 ‘ 0.696

New models were trained from scratch for each evaluation
to predict the future behavior of unseen users. Table II out-
lines the results for the described variations. The full model
achieved the best results for almost all reported metrics, except
for binary precision. Statistical analysis revealed that differ-
ences favouring the full model were significant in all cases,
except for SameFeatures-CombinedFeatures. Removing any of
three model components significantly reduced its performance.
The largest significant effects were observed when either the
user feature (UserFeatures-No-user-features) or the social in-
teractions component (Sociallnteraction-No-user-interactions)
were removed. This highlights the complementary nature and
importance of the components to the task.

Regarding the variations of the conversation propagation
component, changing the embedding model (Conversation-
SentenceTransformer) or how embeddings are computed
(Conversation-BERT-last) had a larger effect than removing
any component. This suggests that the quality of content
representation significantly influences the model. Also,
removing the attentional aggregation (Conversation-no-
Attention) had a larger effect than removing the GRU
(Conversation-no-GRU), suggesting that the contextual
content of conversations might be more important than their
temporal sequence.

Combining feature sets also had a significant effect on
performance. SameFeatures-Sociallnteraction outperformed
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SameFeatures-UserFeature, which yielded the lowest binary
recall. However, SameFeatures-Sociallnteraction was worse
than SameFeatures-CombinedFeatures, emphasizing the
importance of diverse and complementary conversation
aspects. This reinforces the importance of selecting the
features to integrate in the model. Further evaluations are
needed to continue exploring the role of simple hand-crafted
features and whether they could replace more computationally
intensive model components without compromising its
performance.

Feature selection had no significant impact on results. How-
ever, reducing the correlation threshold to 0.7 (resulting in the
removal of more features) led to medium to large significant
differences, favoring the use of all features. These findings
suggest that neural network-based models effectively adapt to
input features, learning their relative importance and handling
their potential redundancy.

Varying the loss function did not result in significant
variation.”> However, using Training-Hinge-No-weight tended
to favor the majority class (nonspreaders), resulting in a lower
recall. Similarly, Training-BCE and Training-Hinge-squared
exhibited a higher number of false negatives, which lead to a
lower recall. These observations, combined with its prior use
in a similar task (e.g., [14]), confirm the suitability of the hinge
function for this application.

Results highlighted the significant contribution of each com-
ponent to the proposed model’s performance. Nonetheless,
further studies into the relevance and interaction of userfea-
tures are needed.

C. RQ3. Comparison With State-of-the-Art Techniques for
the Early Detection of Spreaders

Table III presents the results for the early detection of unseen
spreaders for each of the 10 time slots created following the sec-
ond scenario in Section IV-C. For each baseline, a new model
was trained for every slot based on the cumulative content
shared up to that moment. Sansonetti et al. [40] is omitted as it
achieved perfect recall at the expense of classifying every user
as a spreader (extremely low precision).

In the initial time slots (Q1 to Q3), binary recall remained
low, accompanied by even lower binary precision, indicating
the challenge of identifying spreaders with limited available
information. Regarding the traditional baselines, content-based
achieved high binary recall in Q1 and Q2, followed by sev-
eral psycho-linguistic features and their combinations. While
node2vec performed well in Q2, it showed lower performance
in QI and Q3, likely due to the sparse and limited interac-
tions between users early on, for which adding only a few
interactions (in the following slot) might significantly alter the
social structures. Similarly, tree metrics and content evolution
are expected to initially perform poorly due to the need for
more interactions and content to effectively assess changes in

2Results using regression loss functions are omitted due to their lower
performance compared to the reported ones. Full details can be found in the
companion repository.
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Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10

Our proposal 0.143  0.18 0.135 0415 0.149 0356 0.636 0.858 0.795 0.816
Tweet stats 0.143 0296 0351 0415 0493 0493 0.75 0.773 0.751  0.743

User stats 0.0 0.037 0.081 0.049 0.179 026 0326 0303 0.294 0.298

LIWC categories 0.143 0.0 0.054 0.073 0.194 0274 0335 0303 0273 0.26
Personality 0.286 0.111 0.081 0.049 0299 0356 0.297 0308 0327 0.327
Punctuation 0.143 0.0 0.0 0.0 0418 0452 0469 0417 0414 0435
Readability 0.143  0.111  0.108 0.122 0313 0329 0394 0368 0363 0.347
Sentiment 0.143  0.074 0.054 0.024 0.119 0.123 0.177 0.171 0.164 0.164

Tree metrics 0.0 0.037 0.0 0.049 003 0397 0.756 0.794 0.804 0.792
Content evolution 0.0 0.037 0.108 0.122 0224 0.233 0.68 0522 0.605 0.656
node2vec 0.0 0.444  0.054 0.293 0.045 0.0 043 0347 0207 0.168

All features 0.143 0222 0.162 022 0373 0438 0.638 0.611 0.625 0.626
Content-based 0.225 0276 0.106 0.12 0543 0361 0402 0.204 0255 0.297
Sharma and Sharma [44] 0.0 0.095 0.231 0.0 0.069 0.2 0358 0403 049 0322
FacTweet [10] 0.0 0.0 0.024 0307 0367 0456 0.107 046 0474 0.454
Shrestha and Spezzano [45] 0.143  0.037 0.135 0.073 0.284 0.274 037 0.338 0346 0.333
CheckerOrSpreader [12] 0.134 0.156  0.151 0.126 0.178 0343 0.564 0384 0546 0.269
Hamdi et al. [19] 0.0 0.185 0.081 0.024 0.0 0.041 0.044 0519 0.127 0.187
Kumar et al. [24] 0.011 0.123 0.087 0.031 0578 0236 0213 0.127 0.13  0.236
Lampridis et al. [25] 0.048 0.206 0.092 0.12 0.744 0511 059 0509 0576  0.645
Agarwal et al. [1] 0429 0476 0.538 0.5 0.414 0.7 0.653 0.605 0.665 0.688
Tommasel et al. [50] 0.328 0.111 0.135 0.073 0.179 0.191 0.582 0.698 0.703  0.747

users’ communication patterns. For these initial slots, tradi-
tional baselines generally outperformed state-of-the-art ones.
For example, baselines such as all features and content-based
achieved significantly better results compared to some state-
of-the-art baselines. However, as more information becomes
available (e.g., starting in Q7), state-of-the-art baselines began
to show improved performance.

Our proposed model demonstrated high performance in
weighted metrics, achieving high recall in both the initial and
final slots. Although its binary recall in the first slots was
lower compared to content-based baselines, our model achieved
the highest binary recall in the final slot. While our approach
worked better as more information was available, results show-
case the adaptability of our proposed model to varying levels
of information availability, and its ability to achieve balanced
performance across both classes over time. Overall, our ap-
proach exhibited statistically significant differences favouring it
over traditional and state-of-the-art baselines, with increasingly
higher effect sizes as time slots passed. Significant differences
were observed across several slots, even when compared to
tweet stats, which also demonstrated high binary recall. On
average, for the last slot, binary and weighted recall were
improved by 149.28% (& 119.21%) and 25% (+ 14.99%),
respectively, registering higher improvements over the state-of-
the-art baselines.

These results stressed the challenge of detecting scenarios
with limited information and unbalanced class distribution. In-
terestingly, in such scenario, complex techniques (like Sharma
et al. [43], FacTweet [10], or Giachanou et al. [12]) did not
exhibit a significant advantage over simpler methods. This ob-
servation may be related to the fact that, for such first slots,
content is the predominant information source, as the infor-
mation that social interactions and conversation structures can
provide is limited, thus not effectively contributing to spreader

detection. Additionally, as conversations start to unfold (and
social interactions start to appear), they might result in noisy
and highly changing structures, possibly explaining the variable
performance of node2vec and tree metrics.

Furthermore, as the spreader condition is computed based on
slot-specific information, it may lead to fluctuations in users’
spreader condition, contributing to model noise. Then, as slots
progressed, more content is shared, conversations grow and in-
teractions stabilize, spreaders might be able to blend in more ef-
fectively. Consequently, information sources other than content
become increasingly relevant for spreader detection, leading to
sustained improvements in performance of complex techniques
compared to simpler ones.

Finally, following Ghanem et al. [10] and Plepi et al. [35],
we assessed the model’s predictive ability by defining users’
spreader condition based on their entire behavior, rather than the
slot-specific one. These adjustments reduce class imbalance and
noise since users are assigned to the spreader or nonspreader
class only once, regardless of subsequent behavior changes in
specific slots.

Results’* indicated higher binary recall from QI, accom-
panied by a lower weighted recall, and more consistent pre-
dictions across all slots. This suggest that current activities
offer insights into future spreader behavior, even with limited
available information. Tweet stats remained among the top-
performing baselines, exhibiting high and moderate binary and
weighed recall, respectively. Our proposed model consistently
achieved high binary recall and Matthews score across nearly
every slot. Overall, statistically significant differences favouring
our proposed model were observed in every slot compared
to most baselines, including tweet stats and tree metrics. On
average, binary and weighted recall showed improvements of

24Results can be found in the companion repository.
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110.59% (4 141.89%) and 22.9% (4 15%) for Q1 and 96.39%
(£ 76.79%) and 25.13% (£ 14.68%) for Q9, respectively.
These results hint the capability of our proposed model to
predict future user behavior based on limited information.

Our proposed model demonstrated competitive and balanced
performance in early spreader detection scenarios, while con-
sistently achieving good performance as more slots passed.

VI. CONCLUSION

This study introduced a deep learning model for identifying
fake news spreaders on social media. By combining user and
content-based features, conversation sequences and propagation
structures, and user interaction features, the proposed model
outperformed traditional and state-of-the-art baselines. It effec-
tively predicted future behavior and demonstrated competitive
and balanced performance in early spreader detection. Findings
reinforced the significance of integrating diverse aspects of user
characterization to create a more robust spreader identification
model. The proposed model is not intrinsically dependent on
specific topics but rather leverages the evolution of conversa-
tions, user interactions, and linguistic expression patterns. As
a result, it can be applied to diverse data collections regardless
of their topical focus. This suggests that the approach could be
extended to identify spreaders in various domains, such as other
public crisis or political elections, where similar conversation
patterns may emerge.

We acknowledge several limitations that need to be tackled
in future works. First, spreader definition relies on individu-
ally assigned post labels, which may be incorrect, and lead to
mislabeling users. Future studies should explore diverse data
collections across various scales, domains, topics and spreader
ratios to validate the model’s performance robustness. Addi-
tionally, model’s performance could be evaluated for detecting
rumours, hoaxes or conspiracy spreaders. Second, the definition
of the spreader condition relies on a threshold, creating a thin
and arbitrary line to separate users. To address this, a new
class could be introduced to characterize borderline users (e.g.,
“potential spreaders”), or the problem could be reframed into
a regression task to estimate the likelihood of a user being a
spreader. Third, considering the competitive performance of
simple hand-crafted features, further evaluations are needed
to determine their contribution and potential to replace more
computationally complex models without compromising over-
all performance. Finally, extending the proposed model to offer
explanations could enhance user comprehension of spreaders’
impacts, increase decision awareness, and shade light on the
motivational aspects behind spreading harmful content [21].

ETHICAL STATEMENT

Research relies on publicly available Twitter data initially
collected and labelled by third parties. Personal user infor-
mation is not included in the analysis, and user identities are
not disclosed. Adhering to Tiitter/X’s TOS, the shared data
only includes user and tweet IDs, and aggregated content and
activity features. This study aims to provide tools to identify

IEEE TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS, VOL. 12, NO. 5, OCTOBER 2025

users engaging in harmful behaviors within their social circles,
thereby fostering decision awareness. Nonetheless, it is crucial
to emphasize that the findings of this study should not be used
to publicly criticize or stereotype identified spreaders. Finally,
it is important to consider additional biases, including those
originating from the data collection and tagging process, before
applying any results from this study in real-world scenarios.
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